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A CLIENT-SERVER ARCHITECTURE FOR THE DELIVERY OF 

BROADBAND SERVICES 

CROSS-REFERENCE TO RELATED APPLICATIONS 

This application is related to, and incorporates by reference, United 
States Patent Application having Serial Number 10/205,523 and entitled 
"METHODS FOR DETECTING AND POLLING DOWNSTREAM 
MODEMS" which was filed on July 25, 2002 and is commonly assigned. 
FIELD OF THE INVENTION 

The present invention relates to distributed processing and, more 
particularly, to distributed processing within a cable network by moving 
processing functionality into the server fi-om the modems. 
BACKGROUND 

Traditional telephony has been provided over a dedicated line. For 
residential service, this has typically been a single twisted pair being fed to 
the house. For business service, the dedicated line has included either 
multiple sets of twisted pairs, or trunk lines (such as Tl lines) being fed into 
a private branch exchange (PBX) type system. End to end connections with 
traditional telephony consists of circuit switched connections between the 
originating party and the terminating party. The circuit switched coimection 
is basically a dedicated connection between the parties that is reserved for 
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that particular telephone call. Thus, the bandwidth dedicated for a single 
connection is reserved for that connection even during times when 
conversation is idle. The bandwidth is not freed up until the call is 
terminated. 

5 Recently, alternative forms of telephony service have been 

introduced. Such alternative forms include digital cellular telephony, 
satellite telephony and cable telephony. 

With the growth of the Internet on a world-wide basis, the ability to 
deliver data traffic in a reliable and cost efficient manner has been realized. 

10 A recent development in telephony has been a merger of telephony services 
through the Internet infrastructure. The term of art used to describe such 
telephony service i s voice over IP or VoIP. VoIP is in essence, a set of 
facilities for managing the delivery of voice information using the Internet 
Protocol. VoIP generally consists of digitizing the analog voice signal and 

15 transmitting it from the origination to the destination over the Internet using 
packet switched technology. A dvantageously, the bandwidth absorbed in 
providing VoIP is limited to what is required to deliver the information 
rather than having a dedicated line between the communicating parties. 
To provide VoIP, many technical hurdles must be overcome. For 

20 instance, unlike the delivery of data, the delivery of voice must be 
performed in close to real time. In addressing this issue, the real-time 
protocol RTP was developed to ensure that voice packets get delivered in a 
timely manner. In addition, since the Internet is made up of a countless 
number of individual entities providing connectivity to each other rather 

25 than a single entity closely managing the facilities, it can be difficult to 
guarantee a particular quality of service (QoS). 
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In data networks such as the Internet, transmission rates, error rates 
and other performance impacts can be predicted and, by applying various 
techniques, can be controlled or limited. Thus, by performing certain 
techniques, to some extent, the QoS can be improved. 
5 Cable modem networks may also be used to carry VoIP packets and 

other data between a cable modem termination system and multiple cable 
modems. Within a cable modem network, a client desiring to utilize VoIP 
connects to the network through a subscriber line interface. Fig. 1 is a 
system diagram illustrating a typical configuration of a modem that is 
10 utilized for the provision of VoIP through a cable modem network. The 
subscriber line interface (SLIC) 105 supplies the high voltage interface to 
an analog telephone 180 (the VoIP client) and provides a bi-directional 
analog voice stream to a codec 110. Of course, the VoIP service could also 
be provided for digital type telephones by modifying the interface to the 
15 SLIC 105. The codec 1 10 contains an analog to digital (AD) and digital to 
analog (DA) converter that is used to provide a bi-directional digital data 
stream to a processor 130. 

The processor 130 is connected to a memory device, such as a read 
only memory device (ROM) 140, which contains the program being 
20 executed by the processor 1 30. The processor 130 may also interface with a 
random access memory (RAM) device 120 for the temporary storage of 
variables and other data. The program being executed by the processor 130 
consists of a network stack that provides an IP link between a cable network 
170, and the telephone 180. The network stack also runs two VoIP 
25 protocols: Session Initiation Protocol (SIP), and real time protocol (RTP). 
SIP is used to initiate phone calls between two VoIP users, and to terminate 
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the call at its completion. RTP is used to transport the voice data, or 
compressed voice data, in a packetized format. Each packet typically 
contains 20ms of voice data. The processor 130 is connected to the cable 
network 170, through a cable network interface 160. The cable network 
5 interface 160 maintains the link to the cable network 1 70, and provides for 
data flow to the processor 130. Typically a cable modem will also include a 
user network interface 150. Through the user network interface 150, the 
user may connect one or more computers, and communicate through the 
cable network 1 70. 

10 Fig. 2 is a block diagram of the provision of Internet access through a 

typical cable network. The cable network 170 connects one or more 
modems 200 to a single server 210. The server provides an interface to a 
public or other network 220, such as the Internet, in which many other 
networks are connected. If a large number of modems 200 are connected, 

15 and the processing power of the server 2 1 0 is limited, then this type of 
approach works well. In this case, all telephony is handled at the modem 
200 and the server 210 only see IP traffic. However, in this configuration, 
there is no quality of service, and thus the voice packets could be slowed 
down due to processing the data traffic, thereby resulting in poor sound 

20 quality. 

To support voice, the modems 200 need to have additional processing 
power. Providing this increased processing power also increases the cost of 
the modem. However, at any given time, not all of the modems 200 will be 
supporting a telephone call, and thus, most of the processors located in the 
25 modems 200 will be inactive or under-utilized. As a result, the amount of 
processing power to conduct most networks is much less than the 
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processing power per modem multiplied by the number of modems. 
Therefore, there is a need in the art for a technique that allows such a cable 
network to support voice, but provides a more cost effective solution for 
meeting the processing power demands. 

5 SUMMARY OF THE INVENTION 

The present invention provides a solution to the afore-mentioned 
problems by redistributing processing requirements from modems within a 
cable network to a server. One embodiment of the present invention 
involves the implementation of a protocol stack, SIP and RTP functionality 

10 within a server that communications with a plurality of modems in a cable 
modem network. The individual modems simply include a voice interface 
circuit that packetizes digitized voice and forwards the voice to the server 
for further processing. In addition, the voice interface circuit receives 
packets of digitized voice from the server and delivers the voice to a 

15 telephone. Thus, the present invention allows the cost and complexity of 
the modems to be greatly reduced. 

More specifically, the modems use packet types to identify the types 
of packets being sent to and received from the server. Based on the packet 
types, the server is able to process the received data in a manner to provide a 

20 high quality of service. For instance, voice data packets can be processed at 
a higher priority and thus, improve the voice quality. 

Other features and advantages of the present invention will become 
apparent upon reading the following detailed description of the 
embodiments with the accompanying drawings and appended claims. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

Fig. 1 is a system diagram illustrating a typical configuration for the 
provision of VoIP through a cable modem network. 

Fig. 2 is a block diagram of a typical cable network. 

Fig. 3 is a block diagram of a modem suitable for implementing 
embodiments or portions of the present invention. 

Fig. 4 is a block diagram of a server suitable for implementing 
embodiments of portions of the present invention. 

Fig. 5 is a block diagram illustrating the use of the modem of Fig. 3 
and the server of Fig. 4 to implement an embodiment of the present 
invention. 

Fig, 6 is a timing diagram illustrating the flow of information within 
the components of Fig. 5. 

DETAILED DESCRIPTION OF THE INVENTION 

The present invention provides a configuration of modems connected 
to a server through a network that allows for processing tasks, typically 
performed by a modem, to be performed by the server. The present 
invention is adaptable for use in a variety of configurations and can be 
utilized in a variety of network types, such as a cable network or other 
similar network. In general, the present invention allows for the 
simplification of modems by adding more fimctionality into the server. 

In one embodiment of the present invention, the modems are 
connected to the server though a cable network and can be interfaced to 
telephone subscriber equipment to provide telephony service. In operation, 
the modem interacts with the telephone subscriber equipment to detect 
events, such as off-hook and on-hook conditions, the dialing of numbers 
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and the presentation of audio signals. The modem simply converts the 
events and audio signals into digital packets and delivers the digital packets 
to the server for further processing. The server includes all the functionality 
to convert the d igital p ackets i nto n etworked s tacked p ackets t hat c an b e 
5 transported over a packet switched network, such as the Internet, to a 
destination. In addition, the server operates to receive network stacked 
packets from the packet switched network, remove the network stack 
formatting from the packets and deliver them to the modem over the cable 
network. 

10 As will be further disclosed below, the present invention can also be 

used to distribute processing for the provision of other services. For 
instance, the provision of user interface functions can be processor intensive 
and result in an increase in the complexity and cost of a modem. 

Referring now to the drawings, in which like numerals refer to like 

15 elements throughout the several views, exemplary embodiments of the 
present invention are described. In general, the present invention provides 
for an improvement in the delivery of various services in a cable network by 
moving processing power from the modems within the cable network to the 
server. Likewise, the improvement can be realized by moving the 

20 processing power from the modems into CMTS headend, or a server 
residing within the same. Advantageously, this invention reduces the cost 
associated with the deployment of cable networks without impacting the 
performance of the networks. 

More specifically, one embodiment of the present invention is 

25 particularly suited for providing cable telephony within a cable network 
setting to a plurality of users. In this embodiment of the invention, a 
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proprietary protocol technique is used for communication between the 
modems in the cable network and a server. Voice packets are delivered to 
the server from the cable modems and the server processes them using either 
a SIP or RTP routine. Advantageously, multiple users can pass data through 
the same SIP and RTP program running on the server. 

Another embodiment of the present invention is particularly suited for 
providing server based applications to the modems and users within a cable 
network. In this embodiment of the invention, a proprietary protocol or 
modification to a protocol is used to deliver various data and control packets 
between the server and the user modems. The data and control packets are 
configured in such a manner to allow the user modems to actuate an 
application on the server. Advantageously, this embodiment of the present 
invention allows the user modems to access server based applications 
without impacting the performance characteristic of the cable network and 
allows configuration and access control to the various server based 
applications. 

Fig. 3 is a block diagram of a modem suitable for implementing 
embodiments or portions of the present invention. The modem 300 
provides connectivity between a telephone unit 380 and a communication 
network 170. The communication network can be based on a variety of 
technologies and in an exemplary embodiment, the communication network 
170 is a cable network 170. The telephone unit 380 interfaces to the modem 
300 through a SLIC 305. The SLIC provides bi-direction communication to 
a CODEC 310 that includes analog-to-digital and digital-to-analog 
converters. The SLIC 305 and the CODEC 310 can be configured to 
interface with a variety of telephone unit types including analog telephones, 
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digital telephones and wireless telephones. In addition, the modem can be 

configured to interface to multiple telephone units. 

Digital voice signals are passed between the CODEC 310 and a voice 

interface circuit 330. The voice interface circuit is substantially less 
5 complicated and expensive than the processors that are utilized in the prior 

art modem technology. The voice interface circuit 330 captures a set 

amount of voice samples, and puts the data into a voice data packet. The 

voice data packet consists only of the data, and a packet type indicator. The 

voice interface circuit transmits and receives voice packets through the 
10 cable network 170 through a cable network interface 360. The voice 

interface circuit 330 does not require the ability to apply a network stack to 

the voice packets. 

The cable network interface 360 can also interface to data 

communication equipment connected to a local network or user network 
15 140 through a user network interface 350. Thus, the modem 300 can 

provide support to telecommunication equipment and data processing 

equipment. 

Fig. 4 is a block diagram of a server suitable for implementing 
embodiments of portions of the present invention. The server 400 resides 

20 between a communication network 170 and a packet network 220. The 
communication network 1 70 can be based on a variety of technologies and 
in an exemplary embodiment, is a cable network. The packet network 220 
can also be based on a variety of technologies but, in general supports 
packet switching. A typical example of a packet network 220 is the 

25 Intemet. The server 400 includes a processor 430 that provides data to a 
cable data transmit queue 420 and a network data transmit queue 470. The 
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processor 430 also receives data from a cable network interface 490 and a 
public network interface 480. The server 400 includes a telephony protocol 
engine 440 that receives voice packets from the cable network 1 70 through 
a cable network interface 490 and sends voice packets to the cable network 
170 through a cable voice transmit queue 410 and the cable network 
interface 490. The telephony protocol engine 440 interfaces to a public 
network 220 through a network stack 450. The network stack 450 operates 
to receive voice packets from the public network interface 480 and transmit 
voice packets to the public network 220 through the network voice transmit 
queue 460 and the public network interface 480. The cable network 
interface 490 is responsible for pulling data packets from the cable voice 
transmit queue 410 and the cable data transmit queue 420. Under software 
control, the priorities assigned to these queues, as well as processing 
priorities assigned to various packet types within these queues, can be 
adjusted to allocate bandwidth and quality of service as required. Likewise, 
the public network interface 480 is responsible for pulling data packets from 
the network data transmit queue 470 and the network voice transmit queue 
460. Under software control, the priorities assigned to these queues, as well 
as processing priorities assigned to various packet types within these queues 
can be adjusted to allocate bandwidth and quality of service as required. In 
one embodiment of the invention, if a voice packet is presently in one of the 
voice transmit queues, the appropriate network interface will give priority to 
the transmission of that packet over a packet that may be stored in the data 
transnfut queues. 

Fig. 5 is a block diagram illustrating the use of the modem of Fig. 3 
and the server of Fig. 4 to implement an embodiment of the present 
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invention. It should be noted that several modems 300 can be connected to 
a server 400 but for simplicity, only a single is modem is being illustrated. 
Fig. 6 is a timing diagram illustrating the flow of information within the 
components of Fig. 5 . 

Communication between the modem 300 and the server 400 is 
conducted by exchanging packets. In an exemplary embodiment, four types 
of packets are utilized: (1) user data, (2) user data control, (3) voice data, 
and (4) voice control. However, those skilled in the art will realize that 
other packet types could also be supported and the listing of these four 
packet types is for illustrative purposes only. User data control packets are 
used to configure and control the user data path in the modem 300. For 
example, in one embodiment, before a modem can transmit or receive user 
data, the server 400 must first enable the modem 300. The modem 300 is 
enabled in response to receiving an enable user data control packet 605 
from the server 400. The enable user data control packet is generated in the 
processor 430 and is then placed into the cable data transmit queue 420. If 
there are no voice data packets to be sent from server's cable voice transmit 
queue 410, the server's cable network interface 490 will read the enable 
user data control packet 605 from the cable data transmit queue 420, and 
send the packet across the cable network 170 to the modem 300. The cable 
network interface 360 of the cable modem 300 receives the enable user data 
control packet 605 and then sends a user data control type packet response 
610 back to the server 400. The cable network interface 360 generates the 
user data control response packet 610, and sends it to the server 400 through 
the cable network 170. The cable network interface 490 of the server 400 
receives the user data control response packet 610, and detects the packet 
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type, and forwards the packet to the data processor 430. At this point, the 
data path between the modem 300 and the server 400 is enabled. 
User Data Packet Flow 

The data and data control packets are passed between the cable 
network 170, and the user network interface 350, through the cable network 
interface 360. When a user data packet 615 is received by the user network 
interface 350 in the modem 300, the packet is sent to the cable network 
interface 360 to be transmitted to server 400 through the cable network 170. 
However, if a voice packet needs to be transmitted from the voice interface 
circuit 330, then transmission of the user data packet can be delayed until 
the voice packet has been sent. In addition, only certain types of voice 
packets in the voice interface circuit 330 can be given this priority. For 
instance, if the modem 300 is supporting multiple telephone devices, voice 
packets from one telephone device can be given priority over voice packets 
from another telephone device. In addition, data packets may be given 
priority over voice packets from one telephone device but have a lesser 
priority over voice packets from another telephone device. The cable 
network interface 490 of the server 400 will receive the user data packet 
615, and then forward the user data packet 615 to the processor 430. The 
processor 430 may perform network address translation on the packet, and 
then stuff the data into the network data transmit queue 470. If the server is 
operating in bridge mode, the processor 430 will immediately send the user 
data packet to the network data transmit queue 470. The network interface 
480 then operates to read the user data packet 615 from the network data 
transmit queue 470, if there are no voice data packets present in the network 
voice transmit queue 460, and then transmits it to the public network 220. 
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User data packets 620 received from the network 220 at the network 
interface 480, are forwarded to the processor 430 within the server 400. 
The processor 430 may or may not perform address translation on the user 
data packet 620, and regardless, it is then placed into the cable data transmit 
queue 420. The cable interface 490 will read the user data packet 620 from 
the cable data transmit queue 420 and forward the data packet 620 to the 
modem 300 through the cable network 1 70. The cable interface 490 can 
also read voice data packets from the voice transmit queue and give priority 
to the voice data packets over the user data packet 620. In the preferred 
embodiment, the voice data packets are always given priority over data 
packets to ensure a quality of service. Thus, if there are voice data packets 
in the voice transmit queue 410, the cable interface 490 will transmit the 
voice data packets prior to transmitting the user data packet 620. Once the 
user data packet 620 is transmitted, the cable interface 360 in the modem 
300 receives the user data packet 620. If the cable interface 360 determines 
that the packet 620 is a user data packet type, the cable interface 360 
forwards the user data packet to the user network interface 350, which will 
then deliver the packet across the user network to the appropriate data 
communication device. 
Voice Data Packet Flow 

The voice control and voice data packets are passed between the 
cable network 170, and the voice interface circuit 330 through the cable 
network interface 360. As previously mentioned, the cable network 
interface 360 can give preference to any voice data packet over the user data 
packets. The voice interface circuit 330 is substantially less complicated 
and expensive than the processor 130 and supporting hardware in the prior 
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art methods. The voice data packets do not contain any IP headers, and thus 
require very little processing by the modem. 

The server 400 detects the voice control and voice data packet types. 
If either of these packets is received from the cable network 170, the server 
400 will process them using either the SIP or RTP routines running on the 
processor 430. In the prior art servers, there typically is a network stack 
running on the server's processor; however, they do not include a SIP or 
RTP routine since the voice processing is performed at the modem rather 
than at the server. However, in the exemplary embodiment, the network 
stack is present in the server and the SIP and RTP routines are modified in 
such a manner to allow many users' to pass data through the same SIP and 
RTP program running on the processor 430. 

In operation, when the user picks up the receiver of the telephone 
380, an off-hook status is detected by the SLIC 305 of modem 300. The 
off-hook status is conveyed to the codec 310, and this information is sent to 
the voice interface circuit 330. The voice interface circuit 330 builds a 
voice control packet 625 and forwards the voice control packet 625 to the 
cable network interface 360. The cable network interface 360 will transmit 
the voice control packet 625 to the server 400 through the cable network 
170. The cable interface 490 of the server 400 will receive the voice control 
packet 625, and forward the voice control packet 625 to the telephony 
protocol engine 440. In anticipation of opening a voice connection, the 
telephony protocol engine 440 can then configure the cable interface 490 to 
allow for higher transfer rates to the modem 300 while the telephone 380 is 
in the off-hook state. The telephony protocol engine 440 also formulates a 
voice control packet 630 to be sent to the modem 300. This voice control 
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packet 630 instructs the modem 300 to turn on the dial tone. The telephony 
protocol engine 440 then stuffs the voice control packet 630 into the cable 
voice transmit queue 410. The cable interface 490 reads the voice control 
packet 630 from the cable voice transmit queue 410, and transmits it to the 
modem 300 over the cable network 170. The cable network interface 360 of 
the modem 300 receives the voice control packet 630 from the cable 
network 170. The voice control packet 630 is then forwarded to the voice 
interface circuit 330. The voice interface circuit 330, in response to 
receiving the voice control packet 630, notifies the codec 310 to generate a 
dial tone. The codec 310 then generates the dial tone and provides the dial 
tone to the SLIC 305. The SLIC 305 amplifies the dial tone and provides it 
over an audio path to the telephone 380. 

When the user dials a destination number, the SLIC 305 detects the 
digits and provides them to the CODEC 310. The CODEC 310 converts the 
dialed digits to digital signals and provides them to the voice interface 
circuit 330. The voice interface circuit forms the dialed digits into a voice 
control packet and delivers the voice control packet to the server 400 in the 
manner described for the off-hook indications. Once the phone number is 
received by the telephony protocol engine 440 in the server 400, a 
connection request is generated. The connection request is provided to the 
network stack 450. The network stack 450 puts the connection request into 
an IP packet, or some other network stack format, then stuffs the network 
stacked packet into the voice transmit queue 460. The public network 
interface 480 reads the network stacked packet connection request from the 
voice transmit queue 460 and transmits the network stacked packet to a 
destination on the public network 220. When a response packet is received 
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from the destination on the public network 220, the network interface 480 
will determine the type of packet and forward the response packet to the 
network stack 450. The network stack 450 verifies the integrity of the 
packet, and removes the network protocols. The packet is then passed to the 
telephony protocol engine 440 to establish the connection. After the 
connection is established using the telephony protocols, voice data is 
allowed to flow through the system. 

For voice signals being directed from the telephone 380 to a 
destination on the public network over the connection, the analog voice is 
received into the SLIC 305. The SLIC 305 provides a low voltage signal of 
the voice to the CODEC 310. The CODEC 310 samples the analog signal 
and generates a digital stream of data that is sent to the voice interface 
circuit 330. The voice interface circuit 330 places the digital data into voice 
data packets 635. Each voice data packet 635 is provided to the cable 
network interface 360. The cable network interface 360 transmits each 
voice data packet 635 to the server 400 over the cable network 170. The 
cable network interface 490 in the server 400 receives the voice data 
packets 635, determines the packet type, and then provides the voice data 
packets 635 to the telephony protocol engine 440. Each voice data packet 
625 is then wrapped in a telephony transport protocol, and passed the 
network stack 450. The network stack 450 wraps the telephony transport 
protocol packet with an IP packet or other appropriate stack, and places it 
into the network voice transmit queue 460. The public network interface 
480 reads the IP packets from the network voice transmit queue 460, and 
then transmits the IP packets to the destination through the public network 
220. 
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For V oice s ignals b eing d irected f rom t he d estination o n the public 
network 220 to the telephone 380, voice data IP packets 640 are received by 
the public network interface 480 of the server 400. The public network 
interface 480 determines the packet type of the received packets and then 
forwards the voice data IP packets to the network stack 450. The network 
stack 450 strips the IP protocol from the voice data packets and sends 
telephony transport protocol packets to the telephony protocol engine 440. 
The telephony protocol engine 440 converts the telephony transport 
protocol packets into a voice data packet and places the packets into the 
cable voice transmit queue 410. The cable network interface 490 in the 
server 400 pulls the voice data packets from the cable voice transmit queue 
410 and transmits them to the modem 300 over the cable network 170. The 
cable modem interface 360 in the modem 300 receives data packets from the 
cable network 170, detects the packet type, and forwards the voice data 
packets to the voice interface circuit 330. The voice interface circuit 330 
removes the voice data from the packets and provides a digital stream to the 
CODEC 310. The CODEC 310 converts the digital data into analog signals 
and provides the analog signals to the SLIC 305. The SLIC 305 amplifies 
the analog signals and delivers them to the telephone set 380. 

Similarly, calls can be originated from a device on the public network 
220. In this scenario, the public network interface 480 in the server 400 
detects a voice control packet and forwards the packet to the network stack 
450. The network stack 450 strips the IP protocol from the packet and 
provides the telephone protocol packet to the telephone protocol engine 
440. The telephony protocol engine 440 identifies the destination number 
for the origination request and if the number is supported, formulates a ring 
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request packet and places it into the cable voice transmit queue 410. The 
cable network interface 490 in the server 400 reads the ring request packet 
from the cable voice transmit queue 410 and transmits it to the modem 300 
through the cable network 170. The cable network interface 360 in the 
modem 300 receives packets from the cable network 170 and upon detecting 
a ring request packet, forwards the packet to the voice interface circuit 330. 
The voice interface circuit 330 instructs the CODEC 310 to generate a ring 
tone. The CODEC 310 generates the ring tone and provides the signal to 
the SLIC 305. The SLIC 305 then amplifies the signal and actuates the 
ringer on the telephone 380. Once the telephone 380 goes off-hook, 
processing continues as described above with regards to the detection of an 
off-hook condition. 

Thus, it can be seen that the present invention operates to provide a 
voice capability within a cable network in a manner that reduces the cost of 
the individual cable modems within the cable network but does not impact 
the performance. The modems within the cable network are not required to 
include a voice processor or a network stack. Rather, a much less 
complicated circuit is used to process the voice data and the processor 
intensive processing is moved into the server. It should be appreciated that 
this aspect of the invention operates to provide VoIP as well as with other 
transports. The present invention can be implemented over a variety of 
technologies, including but not limited to coaxial, twisted pair, fiber and 
wireless technologies. Thus, by modifying the capabilities of the network 
stack 450, any transport could be supported. 

Another advantage of the present invention is the use of packet types 
to distinguish between processing required for the various packets. One 
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implementation of this aspect of the invention was described above with 
relationship to the detection of a voice control packet to indicate an off- 
hook condition. The present invention operates to reallocate bandwidth 
and/or processing power in response to this packet to allow for a higher 
quality of service for the real-time requirements of voice data packets. This 
aspect of the invention can also be used to move processing requirements 
for other operations from the cable modems into the server. One such 
implementation is realized by transferring user interface functionality from 
the modem into the server. For instance, in a video on demand scenario, the 
channel change requests (i.e. channel up or channel down) can be 
implemented within t he s erver. T his a Hows t he m odem t o b e t uned t o a 
single channel and removes some of the channel changing complexities out 
of the modems and into the server. 

In a streaming audio scenario, a particular amount of bandwidth is 
dedicated to providing the audio stream to the user. In the prior art 
methods, when the user requests the audio to be muted, the modem 
interrupts the feed of audio to the end device. The bandwidth between the 
server and the modem is still utilized since the audio is still fed to the 
modem. However, utilizing the present invention, the mute button would 
generate a data control packet that is sent to the server. The server can then 
operate to stop the audio stream and free up the bandwidth for other uses 
during the muted period. 

Another advantage of the present invention is that the server can be 
used to assign priorities to the various packets flowing through the cable 
network and hence, prioritize functionality of the system or provide 
prioritization to certain interfaces. For instance, two data communication 
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devices connected to the same cable modem can be assigned different 
priorities. In operation, more bandwidth can be allocated to one of the data 
communication devices and thus, provide better performance capabilities to 
that device. The server provides this capability by detecting packets from 
the higher priority data communication device and either pushing the 
packets towards the front of the queue or allocating additional bandwidth to 
the data communication device. 

Thus, it has been shown that the present invention advantageously 
reduces the complexity and cost of modems deployed within a cable 
network by moving processing requirements from the modems into the 
server. Utilizing packet types to distinguish between data and voice 
packets, or to otherwise distinguish the packets, the server can allocate the 
necessary resources to process the packets in a manner to provide quality of 
service. Although the present invention has been predominantly described 
as operating within a cable network environment, those skilled in the art 
will r eadily s ee t hat t he p resent i nvention c an a Iso o perate w ithin a DSL 
network, Tl, or other similar network environments. In addition, the 
present invention has been described as operating on data and voice packets. 
However, those skilled in the art will appreciate that the present invention 
can also be applied to the transmission of video, streaming audio or the like, 
and not restricted to simply working with voice transmissions. 

In the description and claims, each of the verbs, "comprise" "include" 
and "have", and conjugates thereof, are used to indicate that the object or 
objects of the verb are not necessarily a complete listing of members, 
components, elements or parts of the subject or subjects of the verb. 
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The present invention has been described using detailed descriptions 
of embodiments thereof that are provided by way of example and are not 
intended to limit the scope of the invention. The described embodiments 
comprise different features, not all of which are required in all embodiments 

5 of the invention. Some embodiments of the present invention utilize only 
some of the features or possible combinations of the features. Variations of 
embodiments of the present invention that are described and embodiments 
of the present invention comprising different combinations of features noted 
in the described embodiments will occur to persons of skilled in the art. 

10 The scope of the invention is limited only by the following claims. 
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